CIS305 Lab Linux Networking – Troublshooting Linux with Log Files

 Using Log Files in Linux
Upon completion of this lab the student will be able to:
1. Describe how to examine the log files in Linux
2. Demonstrate the process of how to determine where an error has occurred
3. Describe how to use the GUI Logs interface.
Background:
In this lab the student will work with the commonly used way to troubleshoot errors in a Linux system by using the logs.  Journald is the new system for managing logs.  We use journald to view and determine when a service failed to start and hos tom read the log files.
Lab Procedure
I. Using Log Files in Linux
1. Login to the server VM operating system.

2. Open a terminal shell.

3. Login as the root user once the shell comes up. 

	User Account
	password

	Student
	Password1

	su (root)
	password



4. Type:  journalctl  (to view  every log entry in the system)
   [image: ]

5. Type:  vi  /etc/httpd/conf/httpd.conf

6. Type:  Hit the End key on keyboard  and type any word (apache) at the bottom of the file. 
                      [image: ]  
7. Hit the Esc key on keyboard  and type :wq to Save & Exit

8. Type:  systemctl  stop httpd   (stops the Apache server)

9. Type:  systemctl start httpd  (attempts to start the Apache Server)

10.   Type:  systemctl status httpd  (See that the Apache did not start)
                          [image: ]

11.   Type: journalctl  -u httpd and hit the End key on keyboard. 
(to view error messages generated about the Apache server & see that it tell you there is an error on line 355 in the configuration file

[image: ]
12.   Type the letter q on keyboard to return to a command prompt. 

13.   Go back and remove the word added to the  /etc/httpd/conf/httpd.conf  file and resave the file (Steps 5-7).

14.   Type: clear on the terminal window.

15.   Type:  journalctl  –u  httpd  -f   
      (to go to the bottom of the journal log)

16.  Type:  systemctl –failed (to see any failed modules)
[image: ]
17.  Type:   systemctl  status  httpd.service 
         (for each service that failed above)
[image: ]
18.   Type:  systemctl _PID=3615  (to see any errors related to the Process ID)  (Notice the error message on Line 355)
[image: ]
19.  Go to the httpd.conf file and remove /fix the error.

20.   Retry to start the service after fixing the error.
systemctl  start  httpd

21.  Check the status of the service to see if it start correctly.   
              systemctl  status  httpd

22.   There is a GUI interface for the Logs utility in Linux.
[image: ]
It must be installed to use – minimize any open windows.

23.  Click on Activities and enter to word logs in the search window.
[image: ]
24.  Click on the icon for Logs and if it says Install click that button to install the application.
[image: ]
25. [bookmark: _GoBack]  This concludes this lab.
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EnableMMAP and EnableSendfile: On systems that support it,
memory-mapping or the sendfile syscall may be used to deliver
files. This usually improves server performance, but must

be turned off when serving from networked-mounted

filesystems or if support for these functions is otherwise
broken on your system.

Defaults if commented: EnableMMAP On, EnableSendfile Off

B

#EnableMMAP of
EnableSendfile on

# Supplemental configuration
7
# Load config files in the "/etc/httpd/conf.d" directory, if any.
IncludeOptional conf.d/*.conf

type
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httpd.service: Main process exited, c
Failed to start The Apache HTTP Serve
httpd.service: Unit entered failed st
httpd.service: Failed with result 'ex





image5.png
[root@localhost conf]# systemctl --failed

UNIT LOAD  ACTIVE SUB  DESCRIPTION
o httpd.service Toaded failed failed The Apache HTTP Server
lo mcelog.service Toaded failed failed Machine Check Exception Logging

@ NetworkManager-wait-online.service loaded failed failed Network Manager Wait Online

LoAD Reflects whether the unit definition was properly loaded.
ACTIVE = The high-level unit activation state, i.e. generalization of SUB.
SUB = The low-level unit activation state, values depend on unit type.

3 loaded units listed. Pass --all to see loaded but inactive units, too.
To show all installed unit files use 'systemctl list-unit-files'
[root@localhost confl# ||




image6.png
[root@localhost confl# systemctl status httpd.service
o httpd.service - The Apache HTTP Server

Loaded:

led)

Active:
Process:

FAILURE)

Main PID:

Toaded (/usr/lib/systemd/systen/httpd.service; enabled; vendor preset: disab

failed (Result: exit-code) since Fri 2016-63-25 13:48:19 EDT; 49min ago
3615 ExecStart=/usr/sbin/httpd $OPTIONS -DFOREGROUND (code=exited, status=1/

3615 (code=exited, status=1/FAILURE)
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[root@localhost confl# journalctl _PID=3615

-- Logs begin at Wed 2016-01-20 15:50:34 EST, end at Fri 2016-83-25 14:43:44 EDT. --
Mar 25 13:48:19 localhost.localdomain httpd[3615]: AHOB526: Syntax error on line 355 of
Mar 25 13:48:19 localhost.localdomain httpd[3615]: Invalid command 'type', perhaps miss
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Other pam_unix(gdn-password:auth) : auth could not iden.. 15:01
Important =
Other pam_unix(gdn-password:auth) : conversation failed 15:01

Al Other Failed to start The Apache HTTP Server. 13:48
Applications [pulseaudio] bluez5-util.c: GetManagedObjects() .. 13:42
Applications Applications Cannot access vdagent virtio channel /dev/virtio.. 13:42
Other Error probing device: Error sending ATA command .. 13:37
System Other Cannot access vdagent virtio channel /dev/virtio.. 13:37
Security Other internal error: QEMU / QMP failed: Could not acc. 13:37
Other internal error: QEMU / QMP failed: Could not acc. 13:37
Hardware Other Failed to start Network Manager Wait Online. 13:37
Other AMD Processor family 21: Please use the edac_mce.. 13:36
Systen nsc-ircc, Wrong chip version 60 13:36
Hardware  piix4_smbus 6080:00:07.3: SMBus Host Controller .. 13:35
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